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Abstract 

In this paper, we describe an in-class cybersecurity exercise based upon the tabletop incident response 
game, Backdoors & Breaches, developed by Black Hills Security and Active Countermeasures. 
Instructors present students with a cybersecurity incident scenario and then task them with selecting 
appropriate defensive measures and analysis techniques to mitigate the threat. First, we provide 
background discussion on business continuity, incident response, and tabletop exercises. Second, we 
explain Backdoors & Breaches. Third, we describe how we utilized the game in an Executive Master of 

Business Administration program and a junior-level information security course. Lastly, we share 
comments from our students and provide recommendations for others interested in replicating the 

exercise. 
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1. INTRODUCTION 

In this paper, we describe the implementation of 
an in-class security exercise based upon the 

tabletop incident response game, Backdoors & 
Breaches. The game was developed in 2019 by 
the cybersecurity firm Black Hills Information 
Security and Active Countermeasures (Black Hills 
Information Security & Active Countermeasures, 
2019). Backdoors & Breaches was originally 

intended to help organizations review and 
improve incident response procedures, but we felt 

that it would also translate well to the classroom. 
Although Backdoors & Breaches has been 
mentioned in two articles (Puchkov et al., 2021; 
Straub, 2020), none of the extant pedagogical 
research has focused specifically on employing 

the game as an in-class exercise. Therefore, we 
piloted the game to assess how well Backdoors & 
Breaches would be received by students. 

First, we provide an overview of business 
continuity and the importance of tabletop 
exercises in incident response planning. Second, 

we explain the game and how we employed it in 
our course. Lastly, we discuss the feedback that 
we received from students and provide 
suggestions for instructors to consider when 
utilizing the game in their courses. 

2. BACKGROUND 

In this section, we discuss the importance of 

business continuity planning, the implementation 
of incident response procedures, and how the use 
of tabletop exercises can improve organizational 
preparedness. 

Business Continuity 
Business leaders and information technology 

professionals must ensure that their organization 
can withstand and recover from a wide variety of 
operational disruptions, such as cyber-attacks, 
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extreme weather events, and global pandemics. 

When a disaster happens, all organizations want 
to mitigate its disruptive impact and get back to 
normal operations as quickly as possible. 

Developing, testing, and refining organizational 
processes to prepare for abnormal scenarios 
improves their business continuity. 

Business continuity is the ability of an 
organization to maintain operations under 
disaster conditions. Business Continuity Planning 
(BCP) involves recognizing potential threats and 

their likely impact to an organization’s operations, 
then developing a collection of procedures for the 
various business units (Wilson, 2000) that will 
mitigate the disruption on key functions (Rezaei 
Soufi et al., 2019). 

Incident Response 

One aspect to ensuring continuity of operations at 
a time of crisis, especially when a cybersecurity 
attack occurs, is incident response. Core activities 
involved in incident response are detection, 
containment, eradication, and recovery. It is also 
important for organizations be agile in addressing 
emerging threats (Naseer et al., 2021). Any 

response to potential or ongoing cybersecurity 
incidents needs to happen in a timely and cost-
effective manner (Cichonski et al., 2012). 

Although many organizations use prevention-
oriented strategies to deal with cybersecurity 
threats, they are more vulnerable to dynamic and 

unpredictable attacks. Therefore, organizations 

need to develop a dynamic response capability to 
detect cyberattack activity in real-time. This 
approach provides security managers with 
actionable insights to stop and prevent/mitigate 
the damage (Naseer et al., 2021). 

We believe that employing tabletop exercises in 

the classroom helps demonstrate the importance 
of an agile response to disruptive incidents while 
also developing essential skills for future 
information technology professionals. 

Tabletop Exercises 
Cybersecurity educators are using different 
methods to fill the cybersecurity skills gap that 

employers are facing. Angafor, Yevseyeva, & He 
(2020) suggest using tabletop exercises to 
nurture and enhance practical hand-on skills. 
These exercises not only improve problem-
solving, communication, and teamwork skills, but 
also further enhance understanding of business 
processes. These skills prepare future 

professionals to perform more effectively as 
members of cybersecurity incident response 
teams. 

It is important that tabletop exercises improve 

both technical and nontechnical skills of students. 
By playing games and scenario-based exercises, 
educators can simulate the unpredictable nature 

of cyber incidents (White et al., 2004). This not 
only demonstrates the importance of time and  
teamwork in the decision-making process but also 
gives students the opportunity to learn from 
unsuccessful outcomes. 

3. BACKDOORS & BREACHES 

In this section, we describe the requirements and 

basic gameplay for Backdoors & Breaches. 

Requirements 
Typically, the game would be played with one 

participant serving as the Incident Master (IM) 
and up to seven players acting as Defenders. 
Complete gameplay instructions are available on 

the Backdoors & Breaches website. Black Hills 
Information Security has also published a helpful 
tutorial video on YouTube (Black Hills Information 
Security, 2019). 

Instructors will need at least one set of Backdoors 
& Breaches (Spearfish General Store, 2021). 
Recently, the core deck was refreshed to reflect 

current practices and an expansion pack was also 
just released. The original deck contains 52 cards, 
organized into six different categories: Initial 
Compromise (10), Pivot and Escalate (7), 
Persistence (9), C2 and Exfil (6), Procedure (10), 

and Inject (10). Version two has one additional 
Procedure card and one fewer Inject card. The 

first four categories are attack cards. Procedure 
cards are played by the Defenders and Inject 
cards are used by the IM to alter gameplay. We 
provide example cards in Appendix A. 

Gameplay 
To begin, the IM draws a single card from each of 

the attack categories (Initial Compromise, Pivot 
and Escalate, Persistence, and C2 and Exfil) 
without revealing them to the defending team. 
The IM would then craft an incident scenario that 
incorporates the issues described in the cards. A 
total of 3,780 incidents can be generated. 

All Procedure cards are made available to the 

Defenders, but four cards are randomly selected 
to serve as written procedure cards. These cards 
are given a +3 point modifier. After the Defenders 
select a Procedure card, they then roll a 20-sided 
die, also known as a d20. The randomness 
provided by rolling a die helps demonstrate the 
unpredictable nature of incident response. If a 

physical d20 is not available, there are several 
d20 simulators available online. 
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If the result of the die roll, plus any applicable 

modifiers, is greater than ten, then the IM will 
announce whether the selected Procedure card 
defeats one of the attack cards. If the Procedure 

card is successful, then it may be replayed by the 
Defenders in a subsequent turn. If the die roll is 
ten or lower, then the turn fails, and the 
Procedure card cannot be replayed for the next 
three turns. When a turn fails due to the die roll, 
the IM should not reveal to the Defenders 
whether the chosen Procedure card would have 

been effective against any of the attack cards. 
Defenders continue to select various Procedure 
cards to mitigate the incident. The Defenders win 
if they manage to reveal all four attack cards 
within 10 turns. 

An optional aspect of the game involves the use 

of Inject cards. For example, the IM can elect to 
introduce additional chaos to the incident by 
selecting an Inject card whenever the Defenders 
roll a 1, roll a natural 20 (meaning without any 
modifiers), or roll unsuccessfully 3 times in a row. 
Inject cards can impact the incident in a wide 
variety of ways. Some Injects allow for an attack 

card to be revealed to the Defenders, others 
might not impact the game, whereas some could 
end the game altogether. We provide an example 
Inject card in Figure 1. Injecting this card would 
result in silencing the best Defender, as if they 
were unavailable due to leave protected under 
the Family and Medical Leave Act. 

 
Figure 1: FMLA Inject Card 

4. EXAMPLE INCIDENT 

In this section, we describe a round of Backdoors 
& Breaches, from dealing Procedure cards, to 
creating the incident scenario, and playing each 

turn. We also provide a completed turn tracker 
worksheet in Appendix B, which can be used to 
follow along with the gameplay. 

Procedure Cards 
To begin, the Defenders are dealt all ten 
Procedure cards, with four randomly selected to 
serve as written procedure cards. These cards 

carry a +3 modifier bonus and should be spread 
out across the top row so that the Defenders can 
differentiate them from the other six Procedure 
cards, as shown in Figure 2. 

 
Figure 2: Procedure Cards 

Scenario Creation 
The IM then draws a card from each of the attack 
categories to develop the incident scenario. In 

this example, we will describe an incident based 
upon the following attack cards: Bring Your Own 
(Exploited) Device, Internal Password Spray, New 
User Added, and Gmail, Tumblr, Salesforce, 
Twitter as C2. We will reveal each attack card as 
they are detected by the Defenders throughout 
our example. 

Turn One 
To begin play, the IM will vaguely describe the 
cards to give the Defenders a rough idea of what 
kind of incident they might be facing. In this 
example, the IM might say, “Our intrusion 
detection system just alerted us to rapid login 
attempts. It appears to have been focused on one 

of our devices, but now the attempts seem to be 
targeting several devices across our network.” 
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The Defenders would then select a Procedure card 

that they believe would best address the incident. 

Since the Defenders want to keep the intrusion 
from spreading further, they elect to play the 

Isolation card, which has the +3 point modifier. 
The Defenders then roll an eight, which results in 
a total of 11 points after the modifier has been 
added. Since the roll is greater than ten, the IM 
now checks the Detection section of each attack 
card to see if the Isolation procedure defeats any 
of the attacks. In this case, it does not, so the 

turn is unsuccessful. The IM can always add some 
humor by coming up with a reason for why the 
procedure did not work, such as, “Despite our 
objections, the CEO doesn’t want you to ‘waste 
your time’ with isolation since he believes the 

devices already shouldn’t have been able to 

communicate with one another.” 

Turn Two 
The Defenders respond by selecting the Endpoint 
Analysis card and roll a 14. Since the roll was 
greater than ten and the Endpoint Analysis card 
detects the New User Added attack card, it would 
be revealed to the Defenders (see Figure 3). The 

Endpoint Analysis card can also be replayed 
during another roll. For this turn, the IM could 
explain how the Persistence aspect of the incident 
was defeated by saying, “Your quick decision to 
analyze each endpoint resulted in the discovery 
of an unauthorized account on a file server.” 

 
Figure 3: New User Added Attack Card 

Turn Three 

For their third turn, the Defenders select the 
Server Analysis card and roll a 6, which is not 
large enough to reveal whether the card would 

have been effective. The IM might describe this 
outcome by saying, “No one ever established a 
baseline for this server, so we cannot tell if 
anything else has been changed.” Therefore, the 
Defenders do not learn anything meaningful from 
this turn. Note, the Defenders cannot replay the 
Server Analysis card until at least turn seven. 

Turn Four 
The Defenders then select the User and Entity 
Behavior Analytics (UEBA) procedure card for 
their fourth turn and roll a 16, which results in a 
total roll value of 19 due to the modifier. The 

UEBA card successfully detects the Internal 

Password Spray attack card (see Figure 4). Since 
this turn was effective, the Defenders can replay 
the UEBA card during another turn. 

The IM could describe the outcome of this turn as, 
“We now know how the attackers gained access 
to the server. They launched the password spray 
from one of our workstations in the marketing 

department. Apparently, an employee was still 
using a password that was compromised in 2019. 
Although we are making good progress, we are 
unsure how the attackers gained access to our 
internal network.” 

 
Figure 4: Internal Password Spray  

Attack Card 
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Turn Five 

For their fifth turn, the Defenders elect to play the 
modified Firewall Log Review card and roll a 4, for 
a total of 7. Since the procedure is ineffective, the 

Firewall Log Review card cannot be replayed until 
turn nine. The IM could describe this result as, 
“Unfortunately, it looks like our firewall logs were 
only retaining the last 48 hours of activity. It 
looks like the unauthorized user was added to the 
server a week ago, so we’re still in the dark.” 

The IM might consider sharing more information 

about the Initial Compromise card to help them 
select their next card. For example, the IM could 
say, “After quickly surveying our IT help desk 
staff, we found out that an employee asked for 
help connecting their personal device to the 

corporate network a couple weeks ago.” 

Turn Six 
The Defenders select the NetFlow, Zeek/Bro, Real 
Intelligence Threat Analytics (RITA) Analysis card 
for their sixth turn and roll a 12. Even though this 
card is effective against both of the remaining  
attack cards, the IM elects to reveal the BYOD 
card to increase the difficulty. The Gmail, Tumblr, 

Salesforce, Twitter as C2 card can only be 
detected by RITA, whereas BYOD can also be 
detected by the Firewall Log Review card. 

 
Figure 5: BYOD Attack Card 

Turn Seven 

For their seventh turn, the Defenders decide to 
replay the RITA card. However, they only roll a 7 
this time, which means it failed to detect the final 

attack card. 

 
Figure 6: Gmail, Tumbler, Salesforce, 

Twitter as C2 Attack Card 

Turns 8, 9, and 10 
Although the Defenders would still be able to play 
the remaining procedure cards, the RITA card is 
the only one that could detect the C2 & Exfil 

attack card. Therefore, the Defenders will 
ultimately lose the game since they were only 
able to successfully detect three of the four attack 
cards within ten turns. 

5. IMPLEMENTATION 

In this section, we describe how we employed 

Backdoors & Breaches into our courses and 
discuss the feedback we received from our 
students. 

Audience 
We piloted this exercise at both the graduate and 
undergraduate levels in the spring semester of 
2021. We employed the game at the conclusion 

of a two-day module of an Executive Master of 
Business Administration program and at the end 
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of the semester in two sections of a junior-level 

information security course. Students in the 
EMBA module had little to no prior experience 
with incident response, so the game simply 

provided a fun introduction to tabletop exercises. 
The undergraduate students had completed 
approximately 90% of a course tailored towards 
earning CompTIA’s Security+ certification. 
Therefore, they managed to apply course content 
at a higher level as they worked through each 
incident response scenario. 

Preparation 
The instructor preselected attack cards to build 
multiple incident scenarios prior to each class 
meeting. The instructor also randomly selected 
four Procedure cards that would have a +3 bonus 

modifier for each scenario. Since the course was 

delivered using a hybrid manner (both in-class 
and remote) due to the COVID-19 pandemic, the 
Procedure cards were scanned and uploaded to 
the course learning management system so that 
students would be able to clearly view the options 
available during each scenario. 

Implementation 

In our pilot, the instructor served as the IM and 
all students played the defender role together. 
There were eight students in the EMBA module 
and 16 students in each section of the information 
security course. After the instructor provided an 
initial description of the scenario, students were 
encouraged to discuss the incident amongst 

themselves prior to agreeing on a Procedure card 
to play. 

The first ten-turn round of the game for each 
section took approximately 25 minutes to play, 
but subsequent rounds were typically completed 
in 15-20 minutes. We provide the estimated time 

to complete each stage of the exercise in Table 1 
below. 

Table 1: Time Estimate for a Single Round 

6. RESULTS 

The exercise proved to be highly effective in 
introducing and reinforcing cybersecurity topics 
to students with limited cybersecurity experience, 
as well as developing deeper critical thinking 

skills. Therefore, we believe that this exercise is 
appropriate for a diverse range of student 

backgrounds. For example, Backdoors & Breaches 

could also be played in introductory information 
systems courses to expose students in other 
majors to cybersecurity issues. 

Reception 
After completing three rounds of Backdoors & 
Breaches, we asked our students to provide their 
thoughts on the exercise by answering a short, 
three question survey. We briefly summarize their 
feedback in this section, but we also provide their 
complete responses in Appendix C. 

First, we asked students what they enjoyed about 
the exercise. The most common theme was that 
they enjoyed how challenging the game was, 
while also allowing for multiple solutions. Others 

commented on how comprehensive the incidents 
were and how well they mimicked real-world 

scenarios. Several students also recognized how 
important effective teamwork is to successful 
incident response. 

Second, we asked them to explain how playing 
Backdoors & Breaches helped them relate to the 
course material. Many students felt that the 
exercise forced them to think critically and better 

understand how to apply various security tools 
and concepts to respond effectively, which is 
consistent with the “learn while playing” benefits 
of gamification. Even though the exercise was a 
low-stakes card game, several noted that they 
felt playing Backdoors & Breaches replicated the 

high-stress, time-sensitive, and unpredictable 

nature of incident response. Others stated that 
they felt playing the game better prepared them 
to respond to future incidents. 

In our final question, we asked students to share 
how the exercise helped them realize the value of 
conducting tabletop exercises. While many 

further reiterated points made in their responses 
to the first two questions, several new themes 
emerged. Many enjoyed how playing Backdoors & 
Breaches provided a nice change of pace when 
compared to traditional lectures and lab activities. 
Some felt that participating in a tabletop exercise 
helped them better connect to the course content, 

whereas one mentioned that they are considering 

conducting an exercise at their current workplace. 

Recommendations 
After piloting Backdoors & Breaches in various 
class settings, we would like to provide several 
recommendations to help instructors adopt it in 
their courses. First, we recommend playing at 

least one complete round with the entire class 
serving as Defenders to introduce them to the 
mechanics of the game. 

Stage Time Total 

Instructions 3 minutes 3:00 

Scenario 2 minutes 5:00 

Each turn 2 minutes 25:00 
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Second, we encourage instructors to be generous 

in guiding the Defenders through the first couple 
of rounds. Once the class has demonstrated that 
they understand how to play, the IM can withhold 

more information and begin using Inject cards to 
increase unpredictability. 

Third, we also encourage instructors to allow 
students to facilitate their own games in smaller 
groups. A single deck allows for up to six games 
to be played simultaneously, each with a 
completely different scenario, since there are at 

least six cards in each attack category. 

7. CONCLUSION 

In this paper, we have demonstrated how 

Backdoors & Breaches can be employed to teach 
students the value of conducting tabletop 
exercises and to prepare them for incident 

response scenarios. Given the critical importance 
of business continuity and the multi-functional 
representation on incident response teams, we 
encourage instructors to consider implementing 
the game in information systems courses at all 
levels and disciplines, not just those that focus on 
cybersecurity. Doing so would not only enhance 

the education experience for students, but also 
prepare them to participate in incident response 
activities throughout their careers. 
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Appendix A – Example Cards 
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Appendix B – Example Exercise Turns 
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Appendix C – Student Comments 

What did you enjoy about the exercise? 

I liked how it made me take everything we know about the situation and cards into account instead 
of just shooting at whatever I was looking at. 

I liked the skill needed and the real world equivalencies that it introduced. The teamwork and 

debate were super interesting too. 

It was a new and interesting way to see how an attack occurs and how hard it is to prevent the 
attack once it has occurred. 

fun approach to learning about security concepts 

I liked how it used everything that we have learned thus far in the class. I also liked how it stressed 
me out a little, it forced me to try and think of what to do on the spot. 

The difficulty of the process. Trying to understand the scenario then think about what it would take 
to solve it was challenging and forced us to really think about what it would take to get a resolution.  

It was a creative way to practice stuff 

That there could be multiple answers to different scenarios. 

I liked how it let us try multiple strategies for a given scenario. 

It makes you think through every scenario 

It was interesting and took the pressure off learning each individual way to know how to solve a 
problem and instead just throwing stuff to see what works. 

It was a nice change of pace from our typical class exercises. 

I thought it was enjoyable thinking through what solutions would be most effective and what would 
be most important. 

I enjoyed the "real life" aspect of the dice roll and taking away certain card because they may not 
have worked in real life. Also, just figuring out the other options that would work. 

I enjoyed being able to practice situations that could happen and figuring out how to solve them 

I liked how it made me think about which incidents would work against what scenarios and it gave 
me an extensive thought procedure when thinking about these real-world events. 

It was definitely a unique exercise; I've never done something like this before in any of my classes. 

I enjoy the hands-on nature of the stuff we do in this class. 

I enjoyed that the exercise encouraged some collaboration and allowed multiple people to share 
their ideas. 

I enjoyed simulating somewhat of an incident response scenario and deciding what the best mode 

of attack was in real time.  

I really enjoy the interactiveness of this exercise. 

Even though I did not know much to begin with, it was interesting to see how many of classmates 
were so knowledgeable on the subject. I enjoyed watching them collaborate. 
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How did the exercise enhance your understanding of security concepts? 

It made me think about what each card said specifically. 

I liked how it highlighted the stressfulness and timeliness of such a compromise and how it showed 
how random different instructions could be. 

This helped me understand how there is no clear cut response to an attack every time and that the 
responders will need to try a variety of methods to stop an attack.  

I read over the cards to try and apply one of them to the given situation. my understanding of the 
concepts is still not all there but the exercise did help 

I forced me to think about how to use the security tools I have learned about in a real-world 
setting, and more specifically made me think about what concepts would (and would not) apply to a 
real-world situation. 

At first blush it kind of scrambled my thinking. By the third exercise it started to make more sense 

to me what steps might need to be taken to get to the end of the process. Trying to keep straight 
how things might fit together for a solution and the importance of the tools you have available is 
what stood out to me. This also made me realize there is so much more to the security side then 
you realize. 

It gave me an idea of how to deal with specific situations, and how to figure out what to do during a 
breach 

That a lot of the scenarios can do the same thing but some are just better to use in certain 
situations. 

It showed me multiple routes to solve a scenario and demonstrated how uncontrollable events could 
hamper progress. 

It helps you think about what tools or practices to use in specific scenarios 

It put concepts into practice in a simulated random environment in a fun way. 

The game had us think into what each scenario was doing and which tools had a chance to work. 

It helped me remember some of the different crisis response methods and network monitoring 
methods. 

Especially when pairing it with the die rolls, it enhanced my security concepts because typically if 
one method does not work, another one will. Obviously, there are some where only one method 
worked.  

I learned how to think about and solve security breaches 

It made me think in a procedural way how we can use our defense mechanisms in order to stop or 

prevent attackers from escalating their attacks. 

Going through realistic scenarios helps me understand the issues better. I'm someone who learns 
by doing things, rather than just reading out of a book. 

I found that the exercise helped me understand some of the use cases of the security techniques 

we have discussed. 

It introduced me into some concepts such as written procedures and pivot and escalate methods.  

I enjoyed the exercise making us think about the various skills and how they interact with other 
skills. 

It really showed me just how difficult cybersecurity can be in the real world. It was difficult for us, 
and everyone was going back and forth. I can only imagine how difficult it is in the real world.  
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How did completing the exercise help you realize the value in conducting tabletop 
exercises? 

It showed me it is possible to practice without setting up a test environment. 

I already knew the value of tabletop exercises, but it is really well put together and I think it's 
pretty interesting. 

Completing this exercise helped show a simplified version of what we have been learning about all 

year. This helped me grasp the terms and dangers of attacks while giving me a fun game to play 
with my peers.  

it was a nice change from what we have been typically doing all semester, so I guess the variety 
was some of the value in this exercise 

As we proceeded through the three scenarios I felt as though I was to better identify which card to 

use, or at least understand why a card would/wouldn't be used. 

It's kind of like the fire drill in school. Hopefully you never have to do it for real but practicing it 
might make the actual event work as expected. We did these types of scenarios at my old company 
I was at before I came here but that was in the late 90's so some of the threats we have today 
were not even thought of yet or in their infancy. Do this today makes me want to do some of this 

type of stuff just for my own unit on a smaller scale maybe. What to do if you get that phishing 
email, or you see something that doesn't look right. Being ready for a disaster before it happens 
can only be a good thing. 

This exercise just makes you think more and how it all goes together. 

It boosts teamwork and teaches multiple topics at the same time, bettering my understanding of 

the material. 

It can be more engaging than a lecture 

It's basically like practicing for the real thing in terms of concepts rather than execution but still 
helps. 

The real world is unpredictable, sometimes the right tool just doesn't work. 

It was interactive, which is often more memorable than lectures. 

I feel like by completing this exercise it gave me a better understanding of incident response and 

how to act when an incident does arise and what other options there are for it.  

tabletop exercises are effective in building problem-solving skills and getting used to the 
unpredictability of cybersecurity 

I think it is a great way to become acclimated to the procedures that must be taken when an alert 
or hint comes in. I think it sets up the general mindset in order to prepare for the unexpected by 

running through scenarios before the real thing happens, which is very valuable. 

Similar to above, actually *doing* things in classes instead of just hypothetical situations and 
examples reinforces material and helps it stick. Not just for this exercise, but there have been a few 
times where I've applied the CompTIA labs to my internship, so I thoroughly enjoy the way this 
class is set up. 

Matching up security methods with attacks helped show how some of those methods can be used in 
a more obvious way than in lectures or labs. 

It helped me realize the value as it emphasizes the importance of preparation in any cybersecurity 
breach. Covering single points of failure, responsibilities, chain of command, and executive 
leadership are crucial in determining the best course of action in the event of an actual attack.  

Tabletop Exercises allow for a hands-on application besides the traditional methods of education. I 
really like these alternative exercises. 

Again, it showed me how hard it can be to prevent cyber security crimes. 
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